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Figure 37. Proposed Expansion of Policy on Addressing Digital I&C CCFs.

Diversity (i.e., multiple measures built-in to ensure redundancy) at a system
and/or component level is currently the only solution for addressing potential
software CCF. Additional levels of diversity can also increase system complexity.
The method is intended to provide a capability to implement risk-informed
approaches allowed by the expanded policy to address digital I&C CCFs in an
efficient, cost-effective way compared to the reliance on diversity alone.

Case studies conducted in 2022 demonstrated the ability to use the method to
successfully identify various failure mechanisms, single points of failure, and key
CCFs. The team also developed and demonstrated an innovative approach to
quantify probabilities of software failures, including software CCFs.

The research in this project has progressed from methodology development to
demonstration in 2022. The researchers tested the developed methodologies
via collaboration with academia using the Virginia Commonwealth University
smart sensor platform [45]. The results showed that the framework is capable of
successfully identifying, classifying, and quantifying software CCFs.

The latest work is focused on demonstration of the framework using industry data. The
LWRS Program team is currently working on a joint project with the Pressurized-Water
Owners Group (PWROG). Internationally, this work is coordinated with the Halden HTO
Project [46] supporting their digital systems research program. Halden researchers are
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developing a safety assurance framework that is expected to support nuclear utilities in
their efforts to efficiently demonstrate the safety of digital systems. In 2023, researchers
will be conducting a peer review to collect feedback from the industry subject matter
experts on the techniques developed through this research. The results of the peer
review will be used to improve the method in order to ready it for industry use.
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